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W Corporate users

» Mail servers — Novell GroupWise

Nowadays most of the viruses and other

. , * Scanning of incoming and outgoing e-mail
harmful programs arrive in e-mail,

therefore filtering the e-mail traffic of * Easy to integrate with GroupWise

companies for viruses is crucial to avoid L . . . .
e Statistical spam filtering with many evaluating methods

virus infections. The dramatic increase in

the number of spam e-mails puts a heavy * WormBuster for blocking I-Worms instantly

load on e-mail servers and deleting these * Permissive and exclusive file filter to block potential virus

e-mails can take a long time therefore carriers

every mail filtering product must contain » Modular architecture for ease of use

an effective spam filter.
* Outstanding performance, which is guaranteed by

VirusBuster’s virus scanning engine
VirusBuster MailShield for GroupWise is
. o . * Automatic virus database updates
the first anti-virus solution developed for
GroupWise systems, which contains its

own virus scanning engine. The product

can be installed as a module of

VirusBuster for Novell NetWare. Minimum System requirements:

Integrated into the mail system, * Novell NetWare Server 4.1, latest Support Pack

VirusBuster MailShield provides continuous

* Novell GroupWise 5.5

protection by filtering the e-mail traffic « Intel Pentium (or compatible) 200 MHz

for viruses and other malicious codes « 64 MB of available RAM

and spam. » 40 MB of available disk space
www.virusbuster.hu * For the spam filter:

mail@virusbuster.hu * Novell NetWare Server 5.1, Support Pack 4 or
H-1518 Budapest, Pf. 54. Novell NetWare Server 6.0, Support Pack 1
Telefon: (+36 1) 382 7000 e +64 MB of available RAM

Fax: (+36 1) 382 7007  +40 MB of available disk space
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Resident protection

The product protects your system by
working in the background and
scanning every e-mail before they are
delivered to users’ mailboxes by
creating a filter on GroupWise Internet
Agent’s mail traffic. MailShield for
GroupWise is based on VirusBuster for
Novell NetWare and is using its central
logging to store its own log entries
therefore the status of the whole
defense module can be overviewed in
one place.

Various filtering options

The product not only lets you scan in
attachments, but with the help of the
permissive and exclusive file filter,
specified file types can be blocked,
therefore potential virus carriers can be
locked out of the network. The
WormBuster feature is included in the
product to provide the option of
blocking all I-Worms instantly. As the
product blocks the whole e-mail, the
e-mail traffic is not increased by
messages, which only contain worms
and do not have a useful content. The
spam filter, which uses heuristic
recognition as well, saves money and
time for your company. Filtering spam
e-mail not only decreases the load on
your mail server, but saves the time,
which is spent by employees, who are
trying to get rid of the unsolicited
e-mail messages.

Outstanding performance

and effectiveness

VirusBuster MailShield for GroupWise is
based on VirusBuster's scan engine,
which has an outstanding performance.
The engine uses heuristic analysis to
detect harmful programs. Thanks to its
platform- and operating system
independent scanning methods it
effectively scans for all known viruses,
worms,  trojans, backdoors, scripts,
macro viruses and other harmful code
on any system. Depending on the
memory, it scans multiple compressions
to any depth in numerous compression
types and self-extractors. To improve
scanning these files, the engine uses
emulation techniques.
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Features:

* Outstanding performance, guaranteed by VirusBuster’s virus scanning engine

* Modular architecture for ease of use

* Virus scanning of incoming and outgoing messages and the removal of all viruses
* WormBuster for blocking I-Worms instantly

* Replacement of infected attachments with warning attachments

* White list (permissive list)

* Advanced notification and log system: a notification can be sent to the administrator
and/or the sender of the message.

* Automatic program and virus database update via FTP
* Traditional, easy-to-use Novell user interface
° Easy integration with the GroupWise system
* Spam filtering:
e Statistical spam filtering with many evaluation methods
e Heuristic analysis
e White list (permissive list)
e Filtering of HTML-based messages
e Supports UNICODE, the product is able to filter spam in any language

¢ Low percentage of false positives (below 0,1%), high percentage of detection
(above 95%)

e Adjustable filtering sensitivity with three pre-defined levels
e Multiple spam databases (vendor and user databases)

e Continuously updated spam database
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